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A Brief Study on Cyber Crime and Cyber Laws of India 

                                 By: Abhinaba pal  
  

ABSTRACT 
 

In today’s era, most of the things and official works are done over the World Wide Web starting 

form online web browsing to online transaction. As the web is a worldwide platform, every 

citizens have access globally to every information from anywhere. Few people have the 

intention of doing criminal activities like unauthorized access to other networks, online scams, 

etc. These kind of criminal activities is termed as cyber-crime. In order to punish the offender 

(i.e cyber-criminal), provisions of Cyber law were introduced. Cyber law deals with the legal 

systems over Cyberspace, internet and other legal matters. Cyber laws encompasses many 

subtopics by covering a broader area as well as access and utilization of the resources 

available over the internet. Generally, it is the law of the web. 
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1. INTRODUCTION 
 

The invention of computer technology has made our daily life easier. The use of computers is 

common in nature starting from home to global perspective. A computer hardware is a system 

which stores and manipulates data on receiving the inputs/commands from the user. Most of 

the people are using computers for their personal benefit or for other purposes in good faith1. 

But this has also led to the rise of Cyber Crime. The activities which are harmful and illegal to 

the public have arisen in the last few decades. Cyber-crimes are committed via computer 

networks over cyberspace, especially the internet. Then there is the rise of Cyber law. The term 

cyber law basically governs the cyberspace/cyber area2. Digital and Electronic signatures, data 

protections and privacies are comprehended by the cyber law. The UN’s General Assembly 

recommended the first IT Act of India which was based on the “United Nations Model Law on 

Electronic Commerce” (UNCITRAL) Model3. 

 

2. OBJECTIVE 
 

The principal objective for my paper is to primarily spread the knowledge of crimes or offences 

that take place through cyberspace along with the laws that are applicable to crimes and 

criminals. I am additionally trying to focus on the safety in cyberspace.  

 

3. CYBER CRIME AND CYBER LAW 

 
The term cybercrime cannot be understood in a single definition, it is best elaborated in a group 

of collective acts or conducts. Cyber Law deals with the object that affects the computer data 

or systems. The illegal acts in cybercrime consists of a digital device or an information system 

 
1 https://www.tigweb.org/action-tools/projects/download/4926.doc.html (Last visited on May 7, 2021) 
2 https://www.slideshare.net/bharadwajchetan/an-introduction-to-cyber-law-it-act-2000-india.html (Last visited 
on May 7, 2021) 
3http://www.academia.edu/7781826/IMPACT_OF_SOCIAL_MEDIA_ON_SOCIETY_and_CYBER_LAW.ht
ml (Last visited on May 7, 2021) 
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which is a tool to target or both. Cybercrime is also known as electronic crimes, computer-

related crimes, information age crime, etc.  

 

CYBER-CRIME 

 
3.1 CYBER-CRIME 
Basically the term Cybercrime are the crimes or offences that usually occur over the 

information systems or communications. Computer software and networking hardware are 

involved in the illegal activities. As the development of the web internet has increased, it has 

also further led to the volume of cybercrime activities as it does not require a physical person’s 

presence while committing a crime over cyberspace. 

 

The unusual characteristic of cybercrime is where there is no direct contact between the victim 

and the offender as the crimes are mostly committed remotely by the way of hacking. The 

offenders usually operate from countries where there are weak cybercrime laws or non-existent 

of the same in order to reduce the chances of prosecution.  

 

In general, there is a myth among the people that cyber-crimes are only committed over 

cyberspace or the World Wide Web. But there are also modes of committing the cyber-crime 

such as software privacy. 

 

3.1.1 HISTORY OF CYBER-CRIME 
The first Cyber-crime was reported in the year 1820. In Japan, China and India there used to 

exist computers since 3500 B.C but the invention of Charles Babbage’s analytical engine is 

considered as the evolution for the present day computers. In the late 1820, a textile 

manufacturer in France named Joseph Marie Jacquard created the loom. The device allowed 

various stages for weaving of special fabrics. The employees felt threatened and also their 

livelihood were in danger and to discourage Jacquard so that the new technology cannot be 

utilized in the future4.  

 

 
4 https://www.ijarcsse.com/docs/papers/Volume_3/5_May2013/V3I5-0374.pdf.html (Last visited on May 12, 
2021) 
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3.1.2 EVOLUTION OF CYBER-CRIME 

The evolution of Cybercrime originated from Morris Worm to ransomware. India and the other 

countries are working to stop such crimes but these attacks are changing on a massive scale 

and affecting our nation. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

3.1.3 CLASSIFICATION OF CYBER-CRIME 

Cyber Crime can be classified into four distinct categories: 

 

a) Cyber Crime against Individuals- 

A crime which has been committed by a cyber-criminal against an individual or a person. A 

few cybercrimes are as follows against individuals.  

 

- Spamming: 

It is also known as Junk email. It is a complicated message which is a parody sent 

through an email. Recipient email addresses hosts have spam bots that mark certain 

email addresses as spam based on the programmed algorithm. A spammer usually sends 

an email to millions of email addresses. 

 

- Email Spoofing: 
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In this kind of technique, the email header is being forged. It indicates the message 

received from someone other than the genuine or actual source5.  

 

- IRC Crime (Internet Relay Chat): 

This server allows people to access together under one platform which is known as 

rooms and they interact with each other. Criminals mostly use it for meeting purposes.  

 

- Cyber defamation: 

It means the harm either by words or post online brought on the reputation of an 

individual in front others through the cyberspace6. 

 

- Phishing: 

The attackers here try to steal the user information like login information by 

masquerading as a reputable top entity in various communication channels including 

email. 

 

b) Cyber Crime against property- 

These include vandalism of computers, IPR crimes. 

Intellectual property crime includes- 

- Copyright infringement: 

Using of copyright materials in an unauthorized manner. 

- Software piracy: 

Copying of software in an unauthorized manner. 

- Trademark infringement: 

Using a service mark or trademark in an unauthorized manner. 

 

c) Cyber Crime against organization are the following- 

- Email bombing: 

 
5 http://searchsecurity.techtarget.com/definition/email-spoofing.html (Last visited on May 13, 2021) 
6 http://www.helplinelaw.com/employment-criminal-and-labour/CDII/cyber-defamation-in-india.html (Last 
visited on May 13, 2021) 
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It is a deliberate attempt where the perpetrator sends huge numbers of emails in order 

to flood the mailbox with mails in order to flood the server where the email address is.  

It is also a kind of net abuse. 

- DOS attack: 

Here the attacker floods the system, networks, and servers with huge traffic to 

overwhelm the victim resources and make it infeasible for the users to access them7. 

- Salami attack: 

It is also known as salami slicing where the attackers use a database available online 

 

d) Cyber-crime against society includes- 

- Forgery: 

It means making a false document, currency, signature, etc.  

- Web jacking: 

In web jacking, the hacker develops a fake website where it contains the data and 

displays like the original web page being parody to the user. These attacks are usually 

done to get access to the site of another.  

 

What is 2 step or Two-step authentication? 

This is a two layer encrypted security that requires an otp for authentication purposes after 

providing the user id and password in a domain to login into account. The otp is sent to the 

registered mobile number of the account holder. 

 

Introducing Viruses, Worms, Trojan etc- 

These kinds of malicious programs can have access to other systems illegally without the 

victim's consent. Whoever performs such an illicit act shall be held punishable under Sec 63, 

66, 66A of the IT Act. 

 

Cyber Pornography- 

It is considered as the largest business traffic over the internet. This leads to crime under Sec 

67, 64A and Section 67B of the IT Act. 

 

 
7 http://searchsecurity.techtarget.com/definition/denial-of-service.html (Last visited on May 15, 2021) 
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3.2 CYBER-LAW 
Cyber laws in India were introduced in order to tackle the crimes through cyberspace or other 

available computer resources. 

What is the importance of Cyber Law? 

In today’s generation, the role of cyber law is very vital in this new era of technology. It covers 

all aspects of activities and daily transactions that take place over cyberspace. Every action 

over the web place has some legal and cyber legal views8. 

 

3.2.1 THE INFORMATION TECHNOLOGY ACT OF INDIA, 2000  

This act is the most important law in India that deals with cyber-crimes over digital platforms 

and e-commerce9. 

Certain essential key factors of Information Technology (IT) Act 2000 are following- 

● Communication over email is now considered as valid and legal. 

● Digital signatures over the documents generated electronically are legally valid within 

the act. 

● Govt. issues notices on the internet through e-governance under this act. 

 

3.2.2 THE CYBER LAW IN INDIA  

Following are the sections under IT Act, 2000: 

a) Section 65- Temping with the computers source documents- 

Any person who intentionally destroys or alters any computer system or computer network. 

Any individual who commits such act could be sentenced upto 3 years imprisonment or with a 

fine of Rs.2 lakhs or with both. 
	

b) Section 66- Hacking with computer system, data alteration etc- 

Any person with the intention to cause any loss or to alter or to delete any information that is 

stored in a public or any individual’s computer. Obtaining and destroying the data illegally by 

any means is known as hacking. Any individual who commits such act could be sentenced up 

to 3 years imprisonment or with a fine of Rs.2 lakhs or with both10. 

 
8 http://www.cyberlawsindia.net/cyber-india.html (Last visited on May 16, 2021) 
9 https://en.wikipedia.org/wiki/Information_Technology_Act, 2000.html (Last visited on May 19, 2021) 
10 https://cybercrimelawyer.wordpress.com/category/information-technology-act-section-65.html (Last visited 
on May 19, 2021) 
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c) Section 66A- Sending offensive messages through any communication services- 

Any mail which contains any threatening characters sent to any user with the intention of 

causing any danger or to deceive the address about the origin of text messages. Any individual 

who commits such an act could be sentenced up to 3 years imprisonment along with fine. 

 

d) Section 66B- Receiving stolen computer’s resources or communication devices 

dishonestly- 

Receiving data from any stolen computer, computer’s communication devices intentionally or 

having the thoughts to believe the same. Any individual who commits such an act could be 

sentenced up to 3 years imprisonment or with a fine of Rs.1 lakh or with both. 

 

e) Section 66C- Identify theft- 

Using someone’s digital or electronic signature or other kind of identification of any individual 

is a crime. Any individual who commits such an act could be sentenced up to 3 years 

imprisonment or with a fine of Rs.1 lakh or with both.  

 

f) Section 66D- Cheating by personation by the use of computer’s resources- 

Whoever tries to commit cheating someone by personating via a telecommunications device 

shall be sentenced either 3 years imprisonment or one lakh rupees. 

 

g) Section 66E- Privacy or violation- 

Whoever with an intention of capturing, transmitting pictures of private areas or private parts 

of any individual without their knowledge or consent which violates their privacy shall be 

sentenced to 3 years imprisonment or one lakh rupees. 

 

h) Section 66F- Cyber terrorism- 

Whoever has a fraudulent intention to gain access for resources without proper authorization 

and such conducts access to the data or database of system which is restricted for certain 

reason due to certain reason for the security of the state, any information with the reason to 

believe that those data obtained may use to cause injury to the interest of the independence 

and integrity of our nation. Whoever conspires such cyber-crime or cyber terrorism shall be 

sentenced to life time imprisonment. 
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i) Section 67- Transmitting or publishing obscene materials in electronic form- 

Whoever publishes any obscene materials in electronics form any vulgar materials that tends 

to corrupt any individual who are likely to have regard to all relevant circumstances to read 

shall be sentenced on the first convict with either description for a term that may extend upto 

five years of imprisonment along with a fine which may extend upto 1 lakh rupee and in the 

second or subsequent convict it can be sentenced either description for a term that may extend 

upto ten years along with a fine that may perhaps extend to two lakhs rupees. 

 

j) Section 67A- Transmitting or publishing of materials that contains sexually explicit 

contents, acts etc in electronics form- 

Whoever transmits materials that contains sexually explicit contents shall be sentenced for 

either description for a term which may extend upto 5 years or imprisonment along with a fine 

that could extend to 10 lakhs rupees. 

 

k) Section 67B- Transmitting or publishing of materials that depicts children in sexually 

explicit act etc in electronics form- 

Whoever publishes any materials that depict children in sexually explicit act in any electronic 

form shall be sentenced for either description for a term which may extend to 5 years of 

imprisonment with a fine that could extend to rupees 10 lakhs. 

 

l) Section 67C- Retention and preservation of information by intermediaries- 

Any intermediaries knowingly or intentionally who contravene the provision of the sub-

section. Whoever commits such crimes shall be sentenced for a period that may extend upto 3 

years of imprisonment and also liable to fine. 

 

 

CASES  
a) The Bank NSP Case11- 

In this Bank NSP case a trainee individual of a bank got engaged to a marriage. The couple 

used to exchange regular basis emails using the company’s computer systems. After some time 

they had broken up their marriage and the young lady created some fake email ids such as 

 
11 https://www.cram.com/essay/The-Nsp-Case-Study-The-Bank-NSP/FJFVBEBZTG.html (Last visited on May 
25, 2021) 
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“Indian bar associations” and sent mails to the boy‘s foreign clients. She used the bank's 

computer to do this. The company of that boy ran into heavy losses which led to loss of a huge 

number of clients and he sued the bank in court. The court held the bank liable as the emails 

were sent using the bank’s computer system. 

 

b) Bazee.com case12- 

In December 2004 the CEO of Bazee.com was arrested because he was selling a compact disk 

(CD) in a marketplace with offensive material on the website, and even Compact Disk was also 

conjointly sold-out in the market of Delhi. The combined action of Delhi Police and Mumbai 

Police got into action and thereafter the CEO was granted bail. 

 

c) Parliament Attack Case13- 

The Bureau of Police Research and Development, Hyderabad had handled this case. A 

computer-laptop was recovered from the terrorist who attacked the Indian Parliament. The 

laptop which was detained from the two terrorists, who were gunned down on 13th December 

2001 when the Parliament was under siege, was sent to the Computer Forensics Division of 

BPRD. 

 

The laptop contained several proofs that revealed motives of two terrorists, primarily the 

official vehicle sticker of the Home Ministry which they had created on the system and affixed 

the same on their ambassador vehicle to gain entry into Parliament House and the false ID card 

that one of the two terrorists were carrying which consists of Government of India emblem and 

seal. The national emblems of the three lions were scanned in a professional manner and 

additionally the seal of the Government was also crafty created together bearing the residential 

address of Jammu and Kashmir. Hence, the professional craftsmanship detected that it was 

forged and derived from their laptop illegally.  

 

 

 

 
12 Avnish Bajaj vs State(NCT) Delhi (2008) 105 DRJ 721: (2008) 150 DLT 769  
13 State vs Mohd. Afzal And Ors. (2003) 71 DRJ 178 (DB): 2003 SCC Online Del 935 (India) 



www.Lawpublicus.com      Volume 1 Issue 7 

Page 16 of 17 

d) Andhra Pradesh Tax Case14- 

The owner of the plastics firm in Andhra Pradesh was arrested and cash was recovered from 

his house by the Department of Vigilance. They demanded evidence from the suspect regarding 

the unaccounted cash. The suspected person submitted 6,000 vouchers to prove the legitimacy 

of trade, however when careful scrutiny of the vouchers and contents of his computers it was 

unconcealed that every one of them were made after the raids were conducted. It was held that 

the suspect was running five businesses concurrently under the presence of one company and 

used false computerized vouchers to save himself from tax evasion. So the fraudulent 

techniques of the suspected businessman from the state were exposed when officials of the 

department got hold of computers, earlier used by the suspected person. 

 

e) Sony.Sambandh.Com Case15- 

India saw its 1st cybercrime conviction. This is the case where Sony India Private Limited filed 

a complaint that runs a website referred to as www.sony-sambandh.com targeting the NRIs. 

The website allows NRIs to send Sony products to their friends and relatives in India after they 

pay for it online. The company undertakes to deliver the products to the involved recipients. In 

May 2002, somebody logged onto the web site underneath the identity of Barbara Campa and 

ordered a Sony colour television set and a cordless headphone. She requested to deliver the 

product to Arif Azim in Noida and gave the number of her credit card for payment. The 

payment was accordingly cleared by the credit card agency and the transaction processed. After 

the related procedures of due-diligence and checking, the items were delivered to Arif Azim 

by the company. When the product was delivered, the company took digital pictures so as to 

indicate the delivery being accepted by Arif Azim. The transaction closed at that, but after one 

and a half months the credit card agency informed the company that this was an unauthorized 

transaction impersonating as the real owner had denied having made the purchase. The 

company had filed a complaint for online cheating at the CBI that registered a case under the 

Section 418, Section 419 and Section 420 of the IPC (Indian Penal Code). Arif Azim was 

arrested after the matter was investigated. Investigations discovered that Arif Azim, whereas 

acting at a call centre in Noida did gain access to the number of the credit card of an American 

national which he misused on the company’s site. The CBI recovered the color television along 

 
14 Andhra Pradesh State Road Transport Corporation vs The Income-Tax Officer And Anr1964 AIR 1486, 1964 
SCR (7) 17 
15 https://delhidistrictcourts.nic.in/ejournals/CYBER%20LAW.pdf.html (Last visited on May 25, 2021) 
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with the cordless headphone. In this matter, the CBI had proof to prove their case so the accused 

admitted his guilt. The court had convicted Arif Azim under the Section 418, Section 419 and 

Section 420 of the IPC, this being the first time that a cybercrime has been convicted. The court 

felt that since the defendant was a boy of 24 years and a first-time convict, a compassionate 

view needed to be taken. Thus, the court discharged the defendant on probation for one year.  

Some, Section 67 and Section 70 of the IT Act are also applied. In this case the hackers hack 

one's webpage and replace the homepage with a pornographic or defamatory page. 

 

 

4. CONCLUSION 
The rise of newly developed technologies gives birth to many cybercrimes in the past years. 

For today’s generation, the cybercrime has become great threats to an individual along with 

national security as well. The Indian Government has enacted IT Act, 2000 to deal with 

cybercrimes over cyberspace. As the cyber-crime is committed worldwide i.e via national 

boundaries over the cyberspace which arises both legal and technical complexion for the 

purposes of investigation and prosecution of these cases. The international harmonizing efforts, 

coordination and co-operation among various nations are required to take action towards the 

cyber-crimes. 

 

My main purpose for writing this paper is to wide-spread the content of cyber-crime among 

the society. At the end of this paper “A brief study on Cyber Crime and Cyber Laws of India”. 

I want to say cyber-crimes can never be acknowledged. If anyone falls prey to a cyber-attack, 

please come forward and register a case in your nearest police station. If the criminals won’t 

get punished for their deed, they will never stop. 

__________________________________________ 

This case study is for information purpose only. Nothing contained herein shall be deemed or 

interpreted as providing legal or investment advice. 


